NupopManoHHas MaMATKA J1JI 00y4arOmIMXCs
VI pasMelleHus] HA O(PUIHAIBLHbIX HHTEPHET-

pecypcax

C KaXIIbIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIINE, a ACTH OJTHU U3
CaMbIX aKTHBHBIX NOJIb30BaTene Pynera. Mexay TeM, MIOMUMO OTPOMHOTO
KOJMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI. DTa MaMsATKa JOJDKHA
MoMOYb TeOe 0€30MaCHO HAXOIUTHCS B CETH.

KOMIBIOTEPHBIE BHPYCHI

KOMITBIOTEPHBIN BUPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX IPOTPaMM,
OTJIMYUTETILHOW OCOOEHHOCTBIO KOTOPOM SIBIISIETCS] CHOCOOHOCTD K
Pa3MHOXKEHHUIO. B 1onoJIHEHHE K 3TOMY, BUPYCHI MOT'YT IIOBPEIUTH WIH
[IOJIHOCTBIO YHUUTOXXUTb BCe (hailiibl U TaHHBIE, IOJKOHTPOJIbHBIE MOIb30BATEIIO,
OT UMEHU KOTOPOro Obljia 3amylieHa 3apaXxeHHasl porpamMmma, a Takxke MoBpeIuTh
VI 1a)K€ YHUUTOXXUTh ONEPAlMOHHYIO CHCTEMY €O BceMU (aiinamu B enom. B
OOJIBIIMHCTBE CIIy4aeB PacClpOCTPAHSAIOTCS BUPYChI UEPE3 UHTEPHET.

’MCTOIII)I 3aIIUTHI OT BPCAOHOCHBIX IIPOIrpaMM. |

1. Hcnons3yil COBpeMEHHbIE ONIEPALIMOHHBIE CHCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX POTPaMM;

2. TlocrosiHHO ycTaHaBnMBaii madyTu (IIM(POBLIE 3aIUIaTKH, KOTOPHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCS C LIETBIO JOPAOOTKU MPOrpaMMBbl) U
Jpyrue oOHOBJICHUS CBOEH orepanmoHHoM cucteMbl. CKaunBail UX TOJIBKO
¢ odurmanbHoro caira paspadorunka OC. Eciu cymiecTByeT pexxum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE TO/1 TPAaBaMHU I0JIH30BATENIS, a HE
aJIMUHUCTPATOpPA. DTO HE MO3BOJIUT OOJIBIIUHCTBY BPEJOHOCHBIX
pOrpamMM MHCTATUPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITbIOTEPE;

4. Vicnonb3yil aHTUBHPYCHBIE IPOTPAMMHBIE MPOAYKTHI U3BECTHBIX

MPOU3BOMUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

Orpannub (pU3NUECKUN AOCTYI K KOMIBIOTEPY ISl MIOCTOPOHHUX JIULL;

Hcnonb3yil BHEIIHUE HOCUTETU UH(POPMALIMH, TaAKKE KaK (IIelKa, TUCK

WM (pailn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBaii KOMIIbIOTEpHbIE (hANIIbI, TOJYUEHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. J{axke Te ¢aitnbpl, KOTOphIe MpUCIa TBOW 3HAKOMBIN. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH Te€OE HX.

o o

| Cern WI-FI |

Wi-Fi - 5T0 He BU Iepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEH/I,
Mapka. Eme B 1991 roay Hunepianackass KOMIIaHUS 3aperUCTpUpoBalia OpeH




"WECA", uto o603Ha4ano cnoBocoueranue "Wireless Fidelity", koTopbiit
NEePEeBOIUTCS Kak "0ecripoBOIHAS TOUHOCTD'.

Jlo Hamero BpeMeHHU JIoluIa apyras ab0peBrarypa, KoTopas sSBISIeTCS TaKOH jKe
TexHoJoruen. I1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO TaHO C
HAMEKOM Ha CTaHJIapT BhICIICH 3BykoBoi Texuuku Hi-Fi, uto B mepeBoje
O3HayaeT "BBICOKAsi TOUHOCTH'.

Jla, OecraTHBIM HMHTEPHET-A0CTYN B Kae, OTEISIX U adpoIopTax SBISCTCS
OTIIMYHOM BO3MOKHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT,
4yTo oOmenoctymubie Wi-Fi ceTn He sBistoTCs 6€301acHBIMHU.

\ CogeTbl 10 0€30MACHOCTH PA0OTHI B 00111e10CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBOO JUUHYIO HH(OpMAIHIO Yyepe3 oomenoctymabie Wi-Fi
cetu. Paborast B HUX, JKeJaTeIbHO HE BBOJIUTH MAPOJIU JOCTYNA, JIOTUHBI U
KaKHe-TO HOMEPA;

2. Ucnonw3yit u OOHOBJISIH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacuIIlb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonp3oBanuu Wi-Fi otxkimroun gyskiuio "O0mmid 10CcTyI K (aitiam
u npuHTepaM". JlaHHast QyHKIUS 3aKpbITA IO YMOIYAHUIO, OJJHAKO
HEKOTOpPBIE M0JIb30BATENN aKTUBUPYIOT €€ JIJIsi yA00CTBa UCIIOIB30BAHUS B
paboTte uim yueoe;

4. He ucnonw3yit nyonuunsiidi WI-FI 1715 nepenaum TMUHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Hcnonw3yi Tonpko 3amuimieHHoe coeaqunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOmisHOM Tenedone otkimtoun Gynkiuio "Tlonkmodenue k Wi-Fi
aBTomMaTnuecku'. He momyckait aBTOMaTHYECKOTO MOAKIIOUEHHUS
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

‘ CoumanbHble CeTH

CouuasibHbIE CETH aKTUBHO BXOJIAT B HAIY KU3Hb, MHOTHE JIIOJIU paboTaloT 1
YKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIHAp,I YETOBEK,
YTO SIBJISICTCSI OJJHOM CceIbMOM BCEX JKUTEJICH I1aHeThl. MHOTHE MOJIh30BaTEIN HE
MOHUMAIOT, YTO HH(pOPMAITUs, pa3MeIICHHAs UMK B COITUATIBHBIX CETSIX, MOXKET
OBITH HaliJiIeHa M MCTIOJb30BaHa K€M yTrOJAHO, B TOM YHCIIe HE 00s3aTEIBHO C
OJlaruMu HaMEPEHUSIMU.

‘ OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIIHAJIbHBIX CETAX:

1. Orpanuub cUCOK Jipy3eil. Y Te0s B APY3bAX HE JOJIKHO OBITH CIIydaliHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuiai cBoo YacTHYIO *u3Hb. He yka3piBail mapoiu, TenedoHsl,
ajzipeca, JaTy TBOEro POKIAEHUS U APYTYIO JTUYHYIO HH(GOPMALIHIO.




370YMBIIIJIEHHUKU MOTYT UCIIOJIb30BaTh J1a)ke MHPOPMALMIO O TOM, KaK Thl
Y TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. amuiail cBOI0 penmyTaluio - AepKU ee B YUCTOTE U 3ajaBaii cebe Bompoc:
X0Ten OBl ThI, YTOOBI APYTHE TOIB30BATEN BUIEIH, YTO ThI 3arpyKaeiib?
[Tomymaii, mpesxie 4yeM 4To-TO OMyOJIMKOBATh, HAMIKCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPUIIB C JIFOJbMH, KOTOPBIX HE 3HAECIb, HE UCIOJIB3YH CBOE
peasibHOe UM U APYTYIO JIUYHYIO HHPOPMAIIIH: UMSI, MECTO KHUTEIbCTBA,
MECTO yueObl U IpoYee;

5. U3Geraii pazmenienus pororpaduii B InTepHeTe, rie Thl H300paxeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucrpanuu B COIMAIBHON CETH HEOOXOANMMO UCIIOIb30BaTh
CJIO’KHBIE MTAPOJIM, COCTOSIIME U3 OYKB U U U ¢ KOJIUYECTBOM 3HAKOB HE
MeHee §;

7. Jljig colManbHOM CETH, MOYTHI U IPYTHX CaliTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Naposu. Toraa ecnu Teds B310MaroT, TO
37I0OYMBIIUICHHUKH TOTyYaT JOCTYM TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.

‘3JI€KTpOHHbIe AeHbI'U

3J'I€KTpOHHBIG JCHBI'H - 9TO OYCHb YIIO6HBIﬁ crroco0 HnaTemeﬁ, OJHAaKO
CymecCTBYIOT MOIICHHHUKN, KOTOPBIC XOTAT ITOJYIYUTb OTHU JACHbBI'U.

3J’I€KTpOHHBIe JCHBI'H ITOABHUJIMCH COBCEM HECAABHO 1 KMMCHHO HM3-3a 3TOI'O BO
MHOI'HX I'OCYIapCTBax A0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pa3aesIOT Ha HECKOJIBKO BUJOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3Huia B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3periacTcsi IPOBOJUTH onepanuu 0e3
UeHTU(UKAIIMY TI0J30BATENsl, @ B HEAHOHUMHBIX UACHTU(DUKAIIHS
M10JIb30BATEIS SIBISETCS 00A3aTEIBHOM.

Takoke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (DUATHBIE EHBIU (PaBHBI
roCyJapCTBEHHBIM BAIIOTaM) U 3JIEKTPOHHbIE He(pUATHBIE J€HBIH (HE PaBHBI
roCyJapCTBEHHBIM BAIIOTaM).

‘OCHOBHble COBeTHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHBIMHU ICHbI AMMU |

1. TIpuBsixu K cueTy MOOMIBHBINA TeaedOH. DTO caMblil yTOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIi TenePOH MOMOXKET,
eciu 3a0yenb CBOM IIJIaTEKHbIN NMapoJib WY 3aiieIb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnonw3yit ogHopaszoBeie mapoiu. [locie nepexoa Ha yCUIEHHYIO
aBTOpHU3AIINIO TeOe yKe He OYJIeT yrpoXKaTh OMACHOCTh KPaXku WITH
nepexnaTa IJIaTeXHOro NapoJis;




3. Bribepu crnoxsbii napoiib. [Ipectynaukam Oyner He NpocTo yraaarhb
CJIO’KHBIN napoJib. HaznexHple naponu - 3To naposiu, KOTOpPbIE COJEPKaT HE
MeHee 8 3HaKOB U BKIIOYAIOT B ce0s CTPOYHBIC U MPOMHUCHBIE OYKBHI,

G pbl 1 HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0Juiapa, pyHTa,
BOCKJIMIIATEIbHBINA 3HAK | T.11. Hampumep, $tROng!;
4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J0BEPSIEILIb.

‘3J1€KTpOHHaﬂ 1no4ra

DNIEKTPOHHAS TIOYTA - 3TO TEXHOJIOTHUS U MIPEIOCTABIISIEMbIE €10 YCIIYTH 110
MEPECHUIKE U MOJIYYSHHUIO AIEKTPOHHBIX COOOIEHU, KOTOPIE pACTIPEEIISIIOTCS B
KOMITbIOTEPHOU ceTU. OOBIYHO 37EKTPOHHBIN TTOYTOBBIN SIIIHUK BBITIISUT
cienyronuM o0pa3oM: UMsl_ToJb30BaTesi(@umMs_tomeHa. Taxxe Kkpome
nepeaun MPOCTOro TEKCTa, UMEETCsI BO3MOXKHOCTD IiepeaBaTh (hailiibl.

‘OCHOBHble COBeTHI 10 0e30MacHo padoTe ¢ 3J1eKTPOHHOI MOYTOM:

1. Hago BbIOpaTh NpaBUIIbHBIN OYTOBBIN cepBHC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE
JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBail B TUYHOM mouTe TU4HYyI0 HHGopMaruio. Hanpumep, myuiie
BBIOpATh "My3bIKaIbHBIN (panaT@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3yi ABYX3TalHYIO aBTOPU3ALNIO. DTO KOTJa IOMUMO MapoJs
HY’KHO BBOJUTH KOJ, IPUChUIaeMbIi 110 SMS;

4. Bpi0epu cinoxHbIN aposib. i KaXa0ro NoYTOBOTO AIUKA JOKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Eciu ecTh BO3MOKHOCTH HallMcaTh CAMOMY CBOM JIMYHBINA BOIPOC,
VCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX AIUKOB. [lepBhIil 17151 9acTHOM
MIEPENNCKU C apecaTaMy, KOTOPBIM Thl TIOBEPSAEIIb. ITO JICKTPOHHBIN
aJipec He HaJ0 MCIOJIb30BATh IPU PETUCTPALIMK HA (PopyMax U caiTax;

7. He oTkpsbiBaii (hailibl U Jpyrue BIOXKEHUS B MUCbMax, JaXKe €CIIU OHU
IPUIILIK OT TBOUX JApy3el. Jlydille yTOUHU y HUX, OTIPABIISIIN JIM OHU TeOe
3T (aibl;

8. Ilocne okoHyaHMs pabOTHI HA TOYTOBOM CEPBUCE MEPE] 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0yab HaxaTh Ha "BeiidTu".

KubepOyuiHr - pecieoBaHrue COOOIICHUSIMU, COAEPKAIIMMU OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIIMATbHOE OOUKOTUPOBAHUE C
MTOMOIIBIO Pa3JIMYHBIX HHTEPHET-CEPBHUCOB.

1. He Opocaiics B 60#. JIyumuii crmoco0: MOCOBETOBATHCS KaK ce0sl BECTH H,
€CJIM HET TOTO, K KOMY MOYKHO OOpaTHThCS, TO BHaYaje YCIOKOUThCS. Ecim
Thl HAYHEIITb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJBKO EIIIe
OO0JIBITIE PA30XKKEITH KOHDITUKT;




N

VYrpasisiii cBoel kubeppenyTaimei;

3. AHOHMMHOCTH B ceTH MHUMas1. CyIIeCTBYIOT CIOCOOBI BBIICHUTD, KTO
CTOMT 32 aHOHHMHBIM aKKayHTOM;

4. He ctouT BeCcTH XyJIUTaHCKUN 00pa3 BUPTyalbHOU KU3HU. IHTEpHET

¢dukcupyeT Bce TBOU ACHCTBHS U COXpAHSET UX. Y JAIUTh UX OyJeT KpaitHe

3aTPYAHUTEIIBHO;

Cobmroait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

WUrnopupyii enuHUYHBIN HeratuB. OHOPa30Bble OCKOPOUTEIBHBIE

COOOIIIEHUS JIydllle HITHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha

Ha4yaJIbHOW CTauH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COLIMAJIbHBIX CETAX €CTh BOZMOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUI
C OIPEEIICHHBIX a/IPECOB;

8. Ecnu ThI cBUaEeTEND KNOEpOynHra. TBou AeCTBUS: BBICTYIIUTh IPOTUB

IIpecie0BaTes, I0Ka3aTh EMY, 4TO €ro IEUCTBUs OLIEHUBAIOTCS

HETaTUBHO, MOAAEPKATH )KEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKAS

HOMOIIIb, COOOIIUTH B3POCIHBIM O (PaKTe arpecCUBHOTO MOBEJCHUS B CETH.

o o

‘MOﬁI/lJIbeIﬁ Tejeon

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COJIepKaT B ce0e BIIOJIHE B3POCIIBIN
(GbyHKITMOHAJ, ¥ TETIEPh OHK MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMHU
KoMrbioTepamMu. OgHAKO, CPEACTB 3aIIUTHI JJIs TOAOOHBIX YCTPONCTB MOKA OYCHD
Mayi0. TecTUpOBaHUE U TTOUCK YSA3BUMOCTEN B HUX MPOUCXOJAUT HE TaK
WHTEHCUBHO, Kak jiis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPaKTHYECKH TOTHAJN HACTOJIbHBIS
aHaJIOTH, OJHAKO paciiupeHue pyHKIMOHaIa BIEYET 32 COO0M OOJIBIIYIO
CJIOKHOCTH U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlanexo He BCe MPOU3BOIUTEH BHIITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIIIHE
KPUTUYECKUE YSI3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

‘OCHOBHBIC COBETDBI IJIdA 0€e301acHOCTH MOOMUJIBLHOTO Te.]'le(l)OHaZ

1. Huuero He sIBJISIETCS TO-HACTOSIIIEMY OeCIIaTHBIM. ByIb OCTOpOXEH, BElb
Korja Tede mpeasiaraloT OeCIUIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI
KaKHUe-TO TIJIaTHBIE YCIIYTH;

2. Jlymaii, mpexae yem otnpaButb SMS, ¢hoTo mnn Buaeo. Tl TOUHO 3HACTIID,

r7ie OHU OYAYT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH OMEPAITMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcrnonp3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOMJTHHBIX TEJIE(POHOB;

5. He 3arpyxail npujioxeHust OT HEM3BECTHOTO UCTOYHUKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHHUE;

6. Ilocie Toro Kak ThI BBIWJEIIE C CaiiTa, TJ€ BBOAMII JUYHYIO HH(POpPMAIIUIO,
3aiiIn B HACTPOUKHU Opay3epa u ynanu cookies;

B~ w




7. llepuoauuecku npoBepsii, KaKue MIaTHbIe yCIYT'H aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. Mlamaii cBOMi HOMEp MOOMIIBHOTO Tene(oHa TONBKO JIOSM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpsICIIIb;

9. Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOTJa Thl UM HE ToJib3yenibes. He
3a0bIBall HHOT 1A IPOBEPSTH ITO.

‘ Online urpsl

COBpCMCHHLIe OHHaﬁH-HFpLI - 9TO KPAaCOYHBIC, 3aXBATBIBAIOIINC PA3BJICUCHUA,
06’b€,Z[I/IHHIOIHI/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHPY. HFpOKPI HCCIICAYIOT
,Z[aHHLIﬁ UM MHUD, 06H_IaI-0TCSI ApYyT € APYT'OM, BBIIIOJHAROT 3aJaHUA, CPAKAIOTCA C
MOHCTpAaMHU U ITOJYy4arOT OIIBIT. 3a YAOBOJIbCTBUC OHM INIATAT: IIOKYIIAOT JUCK,
OIIJIAYMBAIOT A0OHEMEHT MJIH HpI/IO6p€TaI-OT KaKHUC-TO OIIIINH.

Bce atu cpencTBa HAyT HAa MOAEPKAHNUE U PA3BUTHE UTPHI, @ TAKXKE HA CAMY
0€3011aCHOCTbh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALMH, BBIITYCKAIOTCSI HOBBIE
naT4yu (MUQpOoBbIE 3aIIATKU JUIsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTHU
CEPBEPOB.

B 1momoOHbBIX UTpax CTOUT OMacaThCsl HE CTOIBKO CBOMX COMEPHHUKOB, CKOJIBKO
Kpaku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUH
OOJBIIMHCTBA UTP

‘OCHOBHBIC COBeTHI N0 0€30MaCHOCTH TBOEI0 HI'POBOT0 aKKAYHTA:

1. Ecnu apyroit urpok BeAeT ceOsl MI0X0 UIN Co37aeT Te0e HeNPUITHOCTH,
3a0JI0KUPYH €ro B CIIMCKE UTPOKOB;

2. Iloxamy¥icsa agMUHHCTpATOPaM UIpbl Ha IJI0OXO€ MOBEACHHUE 3TOrO UIPOKa,

KenaTelIbHO MPUIIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yxa3bIBail TnuHy0 nHGOpMaLKIO B Tpodaiisie urpsl;

VYBaxkall Apyrux y4aCTHHKOB I10 UTPE;

He ycranaBnuBaii HeouIuaabHbIe TATYU U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIt0UaTh aHTUBHUpYC. [Ioka Thl Urpaens,

TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

N ko

‘(I)I/IIIII/IHI“ HJIN Kpaska JUIHBIX JAHHBIX

OOBIYHOM KpaXKell ICHET U IOKYMEHTOB CETr'OJIHsI YK€ HUKOTO HE yAUBUIIb, HO C
Pa3BUTUEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKY [TEPEMECTHIINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEIIOM.

Tak nmosiBuiIach HOBas yrpo3a: HHTCPHCT-MOIICHHNYCCTBA UJIN CI)I/IIHI/IHF, rjiIaBHas
[CJIb KOTOPOI0 COCTOUT B ITOJTYYCHUU KOH(l)I/II[eHI_[I/IaJ'IBHI)IX JaHHBIX




M0JIb30BaTeIeH - TOTMHOB M napoJiei. Ha anrnuiickom si3pike phishing yntaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJb).

‘OCHOBHble cOBeThI 0 0opboOe ¢ GUIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl O103peBactiib, 4TO TBOSI aHKETa
ObLTa B3lIOMaHa, TO HEOOX0AUMO 3a0JIOKUPOBATH €€ M COOOIIUTD
aJIMUHHICTpaTOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonb3yit 6e30macHbie BeO-CaiiThl, B TOM YKCIIE, UHTEPHET-MarasuHoB U
MIOMCKOBBIX CHUCTEM;

3. Hcnomnb3yit clio>kHbIE U pa3Hble Mapoiu. Takum oOpa3om, eciau Te0s
B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOJIy4aT JOCTYII TOJBKO K OJTHOMY
TBOEMY IIPO(DUIIIO B CETH, & HE KO BCEM;

4. Ecnu Tebs B310MaIu, TO HEOOXOAUMO MPEAYIPENUTH BCEX CBOUX

3HAKOMBIX, KOTOpBIE JOOABJIEHBI Y TEOS B IPY3bsIX, O TOM, YTO TEOS

B3JIOMAJIU ¥, BO3MOXHO, OT TBOETO UMEHHU OYIET pacchliaThbCsl CliaM U

CCBUIKM Ha (PUILIMHTOBBIE CANUTHI;

YcranoBu HaaexHbIM napoib (PIN) Ha MOOMIIBHBIN Tene(oH;

OTx1r04M coXpaHeHHe naposis B Opaysepe;

7. He oTkpsbiBaii (hailibl U Jpyrue BIOXKEHUS B MUCbMax, JaXKe €CIIM OHU
MPUIIUTA OT TBOUX Jpy3ei. Jlydilie yTouHU y HUX, OTHPABIISIIN X OHU TeOe
9T (aJIbl.

o o

‘I_ll/l(l)pOBaﬂ penyranus

[{udpoBast permyranus - 3T0 HEraTUBHAs UM MO3UTUBHAS HH(OPMALIUS B CETH O
tebe. Kommpomerupyromias nHpopmalys, pa3MeluieHHasi B UHTEPHETE, MOYKET
CepbEe3HBIM 00pPa30M OTPA3UThCS HA TBOEU peanbHOM xu3HU. "LludpoBas
penyTamus" - 3T0 TBOM UMUK, KOTOPBIA (popMupyercs U3 nHGopMaLuu o Tede B
WHTEPHETE.

TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH
XapakTepa M paccKasbl 0 OJM3KHUX - BCE TO HAKATUIMBAETCS B CETH.

MHorue noApOCTKU JErKOMBICIIEHHO OTHOCSITCS K IMMyOJIMKAIUU JTMYHON
uH(popmanuu B UHTEepHETE, HE MOHMMAsi BO3MOXKHBIX MocieaAcTBUil. Thl gaxke He
CMOXeEITh JOTaaThcsi 0 TOM, 4To gororpadus, pa3MelieHHas S5 JeT Ha3al, cTajia
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KomMmmMmenTapuu, pazmenieHue TBoux Gororpaduii U Apyrue IeUCTBHUS MOTYT HE
VCYE3HYTh JIAK€ MOCIIE TOTO, KaK Thl UX YAAIHIIb. Thl HE 3HACIIb, KTO COXPaHUI
ATy UH(GOpPMAIIUIO, TIOTIaja JIM OHA B TOMCKOBBIE CUCTEMBI M COXpaHWIIACh JIU OHA,
a rJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKAIOIIHUE JIFOIH, KOTOPbIE HAUAYT U YBUAST
»T0. Halitu nudopmaiuio MHOTO JIET CIYCTS CMOXKET JIF0OOH - Kak U3 J0OPBIX
noOyXJIeHH, TaK U C HAMEPEHUEM IPUYUHUTH BPe. ITO MOKET OBITh KTO
YTOJTHO.




‘OCHOBHI)Ie COBeTHI 10 3amuTe UM pPoBoON penyTanum:

1. Tlomymaii, mpexkae yeM 4To-TO MyOJIMKOBATh U TiepeaBaTh y ceds B Oiore
WIN B COLIMANILHOM CeTH;

2. B nactpoiikax npoduiis yCTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO
npoduIs ¥ €ro COJEPAKUMOTro, cliesiaid ero TOJAbKO "I Apy3eit”;

3. He pa3smemaii 1 He yka3biBail HHPOpMAIKIO, KOTOPask MOKET KOro-1uoo
OCKOPOJISTh WJIH OOMXKATh.

\ABTopCKoe 1paBo

CoBpeMeHHBIE KOJIILHUKY - aKTUBHBIC TI0JIH30BATEIH ITUPPOBOTO MPOCTPAHCTBA.
OnHako JaeKo He BCe 3HAIOT, YTO TMOJIH30BAHNE MHOTHMHU BO3MOKHOCTSIMH

G poBOro Mupa TpedyeT coOII0CHHS MPaB Ha HHTEJUICKTYAIbHYIO
COOCTBEHHOCTb.

TepMuH "UHTEIEKTyalbHAst COOCTBEHHOCTD' OTHOCHUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOIO yMa, HAUMHASI C HOBBIX U300PETEHUI U 3HAKOB,
0003HavyarIKUX COOCTBEHHOCTh HA IPOAYKTHI U YCIIYTH, U 3aKaHYMBAsI KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha
[IPOU3BEACHUS HAYKH, JINTEPATYPhI K HCKYCCTBA. ABTOPCKHE MpaBa BbICTYHAIOT B
KaueCTBE rapaHTHH TOTO, YTO WHTEJUICKTYaJbHbII/TBOPUECKHUI TPy aBTOpa HE
OyJeT HampacHbBIM, JaCT €My CIIpaBeJIMBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro Tpy/la, MOJIYyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
pa3peleHus aBTOPA HE MOXKET BOCITPOU3BOAUTH €TO MPOU3BEIECHNUE,
pacnpoCTpaHsTh, MyOJIMYHO IEMOHCTPUPOBATH, MPOJAABATh, UMIIOPTUPOBATH,
MyCKaTh B MIPOKAT, MyOJIMYHO UCTIOIHATh, IOKA3bIBAThH/UCIIOIHATH B dpUpE UIH
pasMemiars B IHTepHere.

Vcrionb3oBanue "mupaTcKoro" mporpaMmMHOTO 00eCrieYeHus MOXKET MPUBECTU K
MHOTHM PUCKaM: OT MTOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHMPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJICHA HeJleralibHas mporpamma. He crout takxe
3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC U OCCIUIATHBIE TPOTPAMMBI, KOTOPHIE
MOKHO HAUTHU B CETH.

CereBUYOK.p( - TBOM IJIaBHBIN COBETUMK B CETH. 31€Ch ThI MOXKEIIIb Y3HATH O
0€30MaCHOCTH B CETH ITOHSATHBIM

Y JIOCTYITHBIM SI3BIKOM, a TP BO3HUKHOBEHUHN KPUTUYECKON CUTYAIHH
00paTUTHCS 32 COBETOM. A TakKe

MIPUHATH y9acTUE B KOHKYpPCAX M CTATh CAMBIM ITU(POBHIM IPasKIaHUHOM !



https://spl95.hosting.reg.ru:8443/sitebuilder/Сетевичок.рф

